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Abstract—- The SM4 block cipher has been widely adopted in security applications across embedded systems, particularly as
part of China’s national cryptographic standards. However, its practical deployment on resource-constrained microcontrollers
remains challenging due to limited processing power and memory. This paper investigates the trade-offs between
performance and memory usage in various SM4 software implementations on ARM Cortex-M microcontrollers. We evaluate
and compare three implementation strategies: (1) S-box lookup tables stored in Flash and SRAM, (2) T-table optimization
that combines substitution and transformation operations, and (3) direct computation of the S-box using Galois Field
(GF) logic. Each implementation is benchmarked on a 32-bit STM32 microcontroller to measure encryption latency, SRAM
and Flash memory usage, and code complexity. The results reveal that the T-table implementation in SRAM provides the
best performance with the lowest encryption latency, albeit at the cost of high SRAM consumption. Conversely, the GF
logic implementation minimizes memory usage but suffers from the slowest execution time. This study provides important
insights for selecting the most suitable SM4 implementation strategy for embedded systems with varying resource constraints

and real-time requirements.
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1 INTRODUCTION

The proliferation of Internet-of-Things (IoT) and em-
bedded applications has created a growing demand
for lightweight cryptography tailored to devices with
limited compute and memory resources. For example,
NIST’s new lightweight cryptography standard [1] ex-
plicitly targets “tiny devices that have limited resources
and thus demand a compact security implementation”.
ARM Cortex-M microcontrollers (such as the 72 MHz
Cortex-M3 in the STM32F103 [2]) are widely deployed
in such systems. These MCUs offer only modest com-
putational power and memory (e.g. up to 512 KB flash
and 64 KB SRAM in the STM32F103 family). As a result,
implementing symmetric ciphers in firmware requires
careful balancing of execution speed against code and
data footprint.

SM4 is a 128-bit block cipher standardized by
China (GB/T 32907-2016) [3] and now adopted in
ISO/IEC 18033 [4]. It operates on 128-bit blocks with a
128-bit key over 32 rounds. As with AES [5], SM4’s non-
linear component (the S-box) is defined by a multiplica-
tive inverse in GF(2®) followed by an affine transform.
SM4 is used in Chinese national security standards
(e.g. WAPI wireless LAN and TLS cipher suites) and
is effectively mandated for many applications. Given

its official status and growing adoption, efficient imple-
mentations of SM4 on low-power embedded platforms
are of practical interest.

Implementing SM4 on a memory-constrained MCU
entails trade-offs. A straightforward software approach
is a 256-byte S-box lookup table. This yields very fast
substitutions, but 256 bytes of table (plus code) can
consume precious memory. Prior work notes that LUT-
based S-box implementations “achieve high throughput
but acquire large area”, implying substantial memory
usage. An alternative is to compute the S-box on-the-fly
via Galois-field arithmetic (inversion and affine trans-
forms). This GF-based method uses negligible table
storage, but incurs more CPU cycles — lookup tables
are known to produce simpler, faster code than fully
algebraic S-box computations. An intermediate strategy
(common in AES implementations) is to use T-tables:
precomputed 32-bit tables that combine S-box substi-
tution with linear diffusion. The T-table approach can
reduce the number of operations per round but requires
several kilobytes of table data. In sum, different SM4
implementations trade off RAM usage, flash usage, and
execution time.

In this work, we systematically evaluate these trade-
offs on an STM32F103VET6 microcontroller (72 MHz
ARM Cortex-M3, 512 KB flash, 64 KB SRAM). We

1859-378X-2026-0205 © 2026 REV



94 REV Journal on Electronics and Communications, Vol. 16, No. 2, April-June, 2026

compare three software strategies for realizing the SM4
S-box: (1) Direct lookup tables (stored either in SRAM
or embedded in Flash), (2) T-tables (32-bit tables in
SRAM or Flash), and (3) GF arithmetic (computing the
S-box without precomputed tables). For each approach
we measure the SM4 encryption throughput (cycles or
time per block) as well as the resulting SRAM and
Flash footprints.
Our contributions are as follows:

1) Systematic multi-strategy implementation and
analytical formulation of SM4 on Cortex-M3. We
present a comprehensive software implementation study of
the SM4 block cipher on an ARM Cortex-M3 microcon-
troller, covering three S-box realization strategies: plain
lookup-table, T-table, and GF-based computation. Each strat-
egy is implemented with variants that store precomputed
tables either in SRAM or in Flash memory. In addition to the
implementation itself, we provide a detailed mathematical for-
mulation of the transformation from the S-box-based round
function to the T-table structure, explicitly analyzing the
interaction between the nonlinear substitution and the linear
transformation L. This establishes a theoretical foundation for
understanding implementation-level optimization in SM4.

2) Quantitative and experimentally wvalidated
performance-memory trade-off analysis. In the bare-
metal firmware environment, we systematically measure en-
cryption latency, SRAM usage, and Flash footprint for all
implementation variants. Unlike prior studies that report iso-
lated cycle counts, this work jointly evaluates time and mem-
ory metrics and reveals how the architectural characteristics
of Cortex-M3 influence substitution-diffusion optimization
strategies. The results provide new experimental insights into
the practical trade-offs between speed, code size, and data
memory in resource-constrained embedded systems.

3) Hybrid implementation strategies enabling fine-
grained resource tuning. To further explore the design
space, we propose and evaluate two hybrid SM4 imple-
mentations. The first selectively partitions precomputed S-
box tables between SRAM and Flash to balance access
latency and memory footprint. The second combines GF-
based computation with partial SRAM-based S-box storage
to reduce SRAM consumption while maintaining compet-
itive performance. These hybrid schemes demonstrate how
implementation-level flexibility can be leveraged to tailor
SM4 deployments to diverse embedded constraints, providing
practical design guidelines for loT-oriented systems.

The remainder of the manuscript is structured as
follows. Section 2 reviews the related work. Section 3
briefly introduces the SM4 algorithm and the STM32
microprocessor. Section 4 presents the implementation
methods. Section 5 discusses the evaluation results
with some discussion, and Section 6 concludes with a
summary of the findings.

2 RELATED WORK

In this section, we will review SM4 implementations
on microcontrollers, general CPU, and the lightweight
implementation of other block ciphers.

2.1 SM4 Implementations on Embedded
Microcontrollers

Implementing the SM4 algorithm on resource-
constrained microcontrollers, especially 32-bit ARM
Cortex-M cores, involves tight memory—performance
trade-offs. Kwon et al. [6] explicitly study such trade-
offs on 8-bit AVR and 32-bit RISC-V cores. They find
that placing the 256-byte SM4 S-box in fast SRAM
yields 2-cycle lookups, whereas moving it to Flash
(using the LPM instruction) saves RAM at the cost
of a 3-cycle lookup. They also contrast fully-unrolled
and looped code: unrolling eliminates branches (ben-
efitting throughput) but increases code size, whereas
looping cuts code footprint at the expense of ex-
tra cycles. As a result, for the speed-optimization,
memory-optimization, and code size-optimization, they
achieved 205.2 cycles per byte, 213.3 cycles per byte,
and 207.4 cycles per byte, respectively.

Pu et al. [7] addressed the growing need for com-
pact and high-throughput cryptographic engines in
IoT devices by proposing three lightweight hardware
implementations of the SM4 algorithm: area-priority,
speed-priority, and area-speed trade-off designs. The area-
priority scheme optimized the linear transformation
functions L/L’ to minimize register and XOR resource
usage, achieving a very small footprint of only 2371 GE.
The speed-priority design introduced two modified S-
boxes that integrate the nonlinear substitution and
linear transformation operations, effectively eliminating
the delay caused by the linear layer. The area-speed trade-
off scheme further merged the S-box linear mapping,
its inverse, and the L/L’ function into a composite-field
implementation to reduce the encryption latency and to
enhance the performance. Experimental results showed
that the area-priority version reduced hardware area
by 5.5 - 44.8% and consumed only 0.88 mW, while the
speed-priority version reached a maximum frequency
of 549 MHz and a throughput of 439.2 Mbps. These
designs demonstrate that SM4 can be effectively opti-
mized for hardware-constrained IoT platforms through
judicious balancing of circuit area, power, and speed.

Similarly, Niu and Jiang [8] designed a MUX-based
S-box architecture that minimizes hardware switching
power, suggesting practical relevance for ultra-low-
power microcontrollers and ASICs. These contribu-
tions underline the continued evolution of SM4 toward
energy-efficient and memory-compact operation in em-
bedded contexts.

2.2 SM4 Implementations on general-purpose
CPU/GPU

On general-purpose CPUs, Guo [9] demonstrated
highly efficient constant-time implementations lever-
aging Intel GFNI and ARM NEON instruction sets,
achieving substantial speedups by parallelizing field
arithmetic. Although these architectures differ from
embedded microcontrollers, their underlying optimiza-
tion concepts, exploiting data-level parallelism and
minimizing memory stalls, are instructive for MCU
firmware design. Similarly, Miao et al. [10] explored
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bit-sliced implementations, treating multiple plaintext
blocks as bit-vectors to maximize logical parallelism.
While bit-slicing is not practical for single-block embed-
ded encryption, it provides a theoretical upper bound
for instruction-level efficiency.

Liu [11] implemented SM4 in Python for educa-
tional and prototyping purposes, providing an open
reference for algorithm validation and intermediate
testing. Though not performance-oriented, such high-
level implementations support verification of embed-
ded designs. In contrast, Li et al. [12] implemented SM4
using CUDA parallelism to explore throughput scaling
on GPUs. This shares optimization ideas, such as loop
unrolling and substitution merging, that can inform
MCU:-level firmware optimization.

2.3 Lightweight Implementation of Other Block
Ciphers

The trade-offs between performance and memory
footprint were also investigated for other block ci-
phers. Schwabe et al. report that fully unrolling AES
on Cortex-M3 dramatically removes branch overhead
at only modest code inflation [13]. This paper presents
highly-optimized AES-128/192/256 assembly imple-
mentations tailored for ARM Cortex-M3 and M4,
achieving roughly twice the speed of previous im-
plementations. The authors emphasize architecture-
specific scheduling and register allocation to minimize
loads, providing a strong benchmark (cycle count,
code size) for embedded cipher performance. Likewise,
Seo et al. [14] implement the ARIA cipher on a Cortex-
M3 using an 8x32-bit lookup table (combining S-box
and linear layer) and carefully schedule it to match
the 3-stage pipeline. Altogether, these microcontroller
implementations underscore that SM4 on MCUs must
judiciously choose Flash-based tables vs. SRAM cal-
culations, trading a few CPU cycles against tens or
hundreds of bytes of memory.

The present work extends these findings by pro-
viding a quantitative performance-memory evaluation
of all three strategies S-box, T-table, and GF-based
computation on a Cortex-M3 STM32 microcontroller.
Moreover, it introduces two hybrid implementations
that combine SRAM and Flash storage or integrate GF-
logic with lookup tables, offering configurable trade-
offs between speed and memory. Compared to prior
SM4 implementations that focused primarily on speed
optimization or hardware acceleration, this study con-
tributes a balanced empirical analysis that reflects the
practical constraints of embedded systems where both
Flash and SRAM capacities are strictly limited.

3 BACKGROUND

3.1 SM4 Block Cipher

SM4 operates on 128-bit data blocks using a 128-
bit key over 32 encryption or decryption rounds. Let
the input plaintext be divided into four 32-bit words:
(Xo, X1, Xp, X3). Each encryption round computes

Xivg = Xi @ T(Xip1 © Xi2 ® Xiy3 ®RK;), (1)

where RK; is the round key for round i, and the T
function can be defined as

T(a) = L(t(a)), @)

Here, 7(a) is a nonlinear byte-wise substitution using
the SM4 S-box, applied to each byte ag, a1, a3, a3.

w(a) = (S(ao), S(a1), 5(a2), S(a3)), ®)
and L() is a linear transformation:

L(B) =B®B <« 2® B <« 10
¢ BK18d B <k 24,

where << denotes left rotation. The 32 round keys RKy
to RK3; are derived from the master key using a key
expansion algorithm that also applies the S-box and
linear transforms. SM4’s performance in embedded sys-
tems depends heavily on how the S-box is implemented
via lookup tables (in Flash or SRAM) or computed
on-the-fly using finite field arithmetic, impacting both
execution time and memory usage.

(4)

3.2 STM32F103 Processors

The STM32F103 microcontroller family is based on
the ARM Cortex-M3 core and is widely used in em-
bedded and real-time applications. It has Harvard ar-
chitecture with separate buses for instructions stored
in Flash and data in SRAM. The Cortex-M3 core sup-
ports a three-stage pipeline (fetch, decode, execute)
but does not feature out-of-order execution, cache, or
advanced branch prediction mechanisms. Due to these
architectural constraints, software performance heavily
depends on memory access patterns and instruction
efficiency.

In the STM32F103, Flash memory has significantly
slower access latency compared to SRAM. Although
Flash reads are prefetch-buffered, table-heavy crypto-
graphic routines stored in Flash may still suffer notice-
able performance degradation, especially under tight
loops. In contrast, SRAM, offers faster and more deter-
ministic access but is much more limited in size.

These architectural features make the STM32F103 an
ideal testbed for studying trade-offs in cryptographic
algorithm implementations, where small memory sizes,
lack of hardware acceleration, and predictable perfor-
mance are central concerns. Optimizing cryptographic
primitives such as SM4 on this platform requires careful
balancing between execution speed and memory uti-
lization, both Flash and SRAM.

4 IMPLEMENTATION METHODS

In this section we present three implementation meth-
ods for the SM4 algorithm: S-box lookup table; T-table
implementation; GF-based S-box computation.

4.1 S-box Lookup Table

The most straightforward method to implement the
non-linear transformation of the SM4 algorithm on an
embedded platform is through a direct S-box lookup.
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In the SM4 round function, the intermediate 32-bit
word is partitioned into four 8-bit sub-blocks, each
of which is substituted independently using the fixed
8-bit S-box defined in the SM4 specification. This S-
box is a bijective mapping over the finite field GF(28),
constructed using an affine transformation combined
with the multiplicative inverse in the field. It provides
the non-linearity that is essential for cryptographic
security. In practice, the S-box is realized as a 256-entry
lookup table, where each entry corresponds to an 8-bit
input value and stores the corresponding 8-bit output.
When executing the SM4 algorithm, each byte of the
input word (ag, a1,a,a3) is used as an index to retrieve
the substituted value (S(ag),S(a1),S(a2),S(as)). The
outputs are then concatenated to form a 32-bit word B,
which subsequently undergoes the linear transforma-
tion as Equation (4).

The advantage of this approach lies in its conceptual
simplicity and close correspondence to the algorithm'’s
specification. However, on STM32 microcontrollers, the
efficiency of the S-box implementation depends heavily
on the memory location in which the lookup table is
stored. Therefore, there are two variants evaluated:

o LUT-SRAM: The S-box table is placed in SRAM
during initialization.

o LUT-Flash: The S-box table is kept in Flash and
accessed directly during encryption.

If the table resides in Flash memory, each access
requires wait states due to the relatively slower access
latency, thereby increasing the overall encryption time.
Conversely, placing the S-box table in SRAM allows
for single-cycle access, reducing substitution latency
and improving performance at the expense of limited
SRAM resources. Thus, the S-box implementation rep-
resents a baseline method that is memory-efficient in
Flash-based form but can achieve higher throughput
when allocated in SRAM. Its performance and memory
trade-offs provide a meaningful reference point for
comparison with more optimized techniques, such as
the T-table approach.

4.2 T-table Implementation

The T-table optimization moves the S-box and the
linear L() operations into precomputed 32-bit lookups.
Since L() is a linear (bitwise XOR and rotate) function
over GF(2), it satisfies the following property

= L(u) ® L(v). ()

We exploit this by precomputing, for each possible byte
value x in [0, 255] and for each byte position j, the 32-bit
result of applying S(x) in that byte position followed by
the function L(). We now define four tables Ty, Ty, T»,
and T3, each of 256 entries, as follows:

L(u@v)

To[x] = L(S(x) x2%%), (6)
Ti[x] = L(S(x) 2'°), )
To[x] = L(S(x) % 28), (8)
T3[x] = L(S(x)). ©)

It is noted that each entry is a 32-bit word. In words,
To[x] is the result of putting S(x) in the most-significant
byte and zero elsewhere, then applying L() function;
Ti[x] puts S(x) in the next byte position, etc. These
tables encode the combined 7() and L() functions for
a single byte. In particular, if a = (ag, a1, a2, a3), then by
linearity we have

T(a) = L(t (i ) - 286~ J>>
j
= (L(S(a0) -2*)) @ (L(S(m) - 2'°))
® (L(S( ) %)) @ (L(S(a3)))
=Ty [ao] e T [al] e T [az] @& Ts [613]. (10)

Thus the round wupdate can be computed by
table lookups

Xita = X; ® Tolag] © Ti[a1] © Talaz] @ T[as],  (11)

with (610,611,012,&13) the bytes of 4 = Xj11 ® Xj12 ®
Xi13 ® RK;j. This replaces four S-box lookups and five
word-rotations by four 32-bit table loads and three XOR
operations. In effect, each table T; corresponds to one
input byte position (with Ty for the most significant
byte and T3 for the least significant).

To derive these tables, note first that for a given
byte value x, the S-box produces an 8-bit output S(x).
When S(x) is placed in the j-th byte of a 32-bit word (i.e.
multiplied by 28(3-7)) and then fed into L() function,
the result is a fixed 32-bit value. When j goes from 0
to 3, we have four formulas (6-9). Each table entry can
be computed offline by performing the S-box lookup
and then applying the bitwise rotations of the L()
function to that single 32-bit word. For example, Tp|x]
is computed by taking the byte value x, computing
s = S(x), forming the 32-bit word B = s %2 (for
example, s in the top byte), and then computing L(B)
using formula (4).

It is noted that L is defined only in terms of rotations
and XOR operations, it commutes with rotations:

L(B <« k) = L(B) <k, (12)
L(B>>k)=L(B) >k (13)

When the input word is rotated, then this rotates all its
shifted versions. As a consequence, the result is simply
rotated at the output. We now consider Wy = S(x) *
22*, This places S(x) in the most significant byte (big-
endian). If W) is rotated right by 8 bits, then S(x) moves
to the next byte position

W = Wy >> 8 = S(x) 21°. (14)

So W is exactly the word used in the definition of T [x]
Ty[x] = L(W;) = L(W, >> 8). (15)

Using the commutativity property of L with rotations
L(Wp >>8) = L(Wy) >> 8. (16)

But by definition L(Wy) = Ty[x]. Therefore, combining
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formulas (14) and (15), we have
Tl [X] = To[X] > 8. (17)
The same reasoning shows the chain:

Tp[x] = To[x] >> 16, (18)
T3[x] =Ty [x] > 24. (19)

To derive the three lookup tables T;[x], T[x], and T3[x],
we now have two options. First, these tables can be also
stored in memory. This option will consume a large
amount of memory footprint. Second, only the table
To[x] is stored in the memory. The three others are
derived by shifting each entry of Tp[x]. This option will
save the memory footprint, but increase the overall ex-
ecution time due to the additional shifting operations.

Compared to the S-box lookup table method, the
T-table implementation allows each encryption round
to use fewer instructions and memory accesses. The
T-table method accelerates processing but demands
significant memory: 4 KB for the tables alone. Four
storage variants will be evaluated:

e T-Table-SRAM: All tables stored in SRAM for
faster access.

o T-Table-Flash: Tables stored in Flash to conserve
SRAM.

o T0-Table-SRAM: Only Tj table is stored in SRAM.
Ty, T, and T3 are derived by shifting T right 8 bit,
16 bit, and 24 bit, respectively.

o TO0-Table-Flash: Only Tj table is stored in Flash
memory. T1, T, and T3 are derived by shifting Tj
right 8 bit, 16 bit, and 24 bit, respectively.

4.3 GF-based S-box Computation

The non-linear substitution box (S-box) in the SM4
block cipher is mathematically defined as the compo-
sition of a multiplicative inversion in the finite field
GF(2%) and a subsequent affine transformation over the
vector space GF(2)8. This SM4 algorithm design, inher-
ited from principles used in AES, ensures that the S-
box exhibits high non-linearity, resistance against linear
and differential cryptanalysis, and efficient diffusion of
input differences. Unlike a simple lookup table, the S-
box can be rigorously derived from field-theoretic prop-
erties, which makes it possible to compute it directly
from algebraic operations in software-constrained en-
vironments such as embedded microprocessors.

Each input byte a € {0,1}® is interpreted as an
element of the finite field GF(2%). The field is con-
structed as

GF(2%) = GF(2)[x]/p(x). (20)
Where p(x) is the irreducible polynomial
p(x) =8+ 27 + 20 4 x+1. (21)

Thus, the bit string a = (az, ae, ..
the polynomial

.,p) corresponds to

a(x) = azx” +agx® + - -+ a1x + ag. (22)
Addition in this field is simply bitwise XOR, while

multiplication involves polynomial multiplication fol-
lowed by reduction modulo p(x). The core non-linearity
arises from inversion in GF(2%). For nonzero a, its
multiplicative inverse b is defined by

a(x)*b(x) =1 (mod p(x)). (23)

Because GF(2%) is a finite field, every nonzero element
has a unique inverse. The inversion can be computed
using the extended Euclidean algorithm applied to
polynomials over GF(2)

Ju(x),v(x) s a(x) xu(x) + p(x) *v(x) = 1. (24)
Reducing modulo p(x), we obtain
a(x)xu(x) =1 (mod p(x)). (25)

Hence u(x) is the multiplicative inverse of a(x). For the
special case 2 = 0, inversion is undefined, and the S-
box maps this input to 0. After inversion, the result b
is expressed as an 8-bit vector

b= (bs,bg,..., b (26)
The affine transformation is defined as
S(a)=Axbac, 27)

where A is a fixed 8x8 binary matrix and ¢ is a fixed
binary vector. Multiplication is over GF(2), so each
output bit is the XOR of selected input bits plus a
constant. The explicit matrix A and constant vector c
for SM4 are:

10111001
11111011
010071111
10010100

A=lo1 00111 1] (28)
00000100
10111001
11111011

¢=(1,1,0,0,0,1,1,0)T. (29)

This transformation introduces linear diffusion, mix-
ing the bits of the inverse and removing structural
weaknesses. This construction of the S-box ensures
strong cryptographic properties. The inversion function
provides a highly non-linear mapping, which is difficult
to approximate with linear functions. The subsequent
affine transformation prevents symmetries in the field
structure from leaking into the cipher’s operation.

This method minimizes memory usage, requiring
no S-box or T-table storage. However, it introduces
substantial computational overhead due to the field
inversion operation. Despite its lower performance, this
approach is well suited for platforms where SRAM and
Flash space are severely constrained.

4.4 Hybrid Methods

In this section, we propose two hybrid implementa-
tions of the SM4 algorithm. The purpose of the hybrid
methods is to balance the SRAM usage and the encryp-
tion latency. The first implementation combines SRAM
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and Flash, called SRAM-Flash, for precomputed S-box
storage as follow

S(x) = {SSRAM(x) forx<q,1<q<25 30)

Srrasu(x) for x >gq

In this scheme, we store the first (§ + 1) elements
of the S-box table in SRAM memory and the rest of
the table in Flash memory. The value of g is selected
from 0 to 244, depending on the amount of SRAM
memory available in the design. The Ssgram(x) function
accesses the (g + 1) element S-box table stored in the
SRAM memory, while Sgpasp(x) accesses the (255 —q)
element S-box table stored in the Flash memory.

The other hybrid implementation combines the GF-
based computation and the precomputed S-box on
SRAM, called SRAM-GEF, as follows

< <
S(x) = {SSRAM<X) forx <g,1<q <255

31
for x > g D

SGr(x)

In this scheme, we also store the first (§+ 1) elements
of the S-box table in SRAM memory. The rest of the
table is not stored in memory, but calculated via GF-
based computation. The value of g is selected from 0
to 254, depending on the amount of SRAM memory
available in the design. The Ssgam(x) function accesses
the (g + 1) element S-box table stored in the SRAM
memory, while Sgp(x) calculates the S(x) function
based on the finite field GF(2%) for the remaining
(255 — g) elements of the S-box table.

5 EXPERIMENTAL RESULTS AND DiscussioN

5.1 Experimental Results

All implementations were written in C with
critical functions optionally optimized for the
STM32F103VET6. The encryption routine was
benchmarked on a bare-metal system without
operating system overhead, using 128-bit plaintext
inputs and fixed 128-bit keys. The processor ran
at 72 MHz. Execution time, SRAM usage, and Flash
usage were recorded for each variant.

5.1.1 Encryption Latency: To evaluate the encryption
latency, we measure the encryption execution time for
each SM4 implementation: LUT-SRAM, LUT-Flash, T-
Table-SRAM, T-Table-Flash, T0O-Table-SRAM, TO-Table-
Flash, and GF-based computation. The evaluation was
performed using a timer integrated in the micropro-
cessor to count the number of clock cycles. Table I
shows the number of clock cycles for each SM4 im-
plementation. Since the processor core ran at 72 MHz,
the encryption throughput can be calculated for each
implementation as in Figure 1.

Table T
Crock CYCLES FOR DIFFERENT SM4 IMPLEMENTATIONS

LUT- LUT- T- T- TO- TO- GF-
SRAM Flash SRAM Flash SRAM Flash based
2738 3102 2080 2812 2444 2506 707608

As can be seen from Table I, T-Table-SRAM has
the lowest encryption latency at 2080 clock cycles, 364
cycles faster than TO-Table-SRAM. T-table-based imple-
mentations are much better than S-box-based imple-
mentations in both SRAM and Flash memory in terms
of encryption latency and throughput. As a result, T-
table-based implementations achieve higher encryption
throughput, up to 4.5 MBps compared to 3.3 Mbps
for LUT-SRAM implementation as in Figure 1. The
table also reveals that the latency for the GF-based
implementation is 707608 clock cycles, far longer than
that for S-box or T-table lookup methods. Its encryption
throughput is the lowest one at 13 Kbps, around more
than 3000 times lower than the encryption throughput
of the T-Table-SRAM implementation. However, this
implementation do not require storing any lookup table
on SRAM, but consumes more Flash memory used for
the S-box calculation function.
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Figure 1. Encryption throughput for each SM4 implementation.
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Figure 2. Encryption latency for hybrid SRAM-Flash S-box.

Clock Cycles for Encryption

Figure 2 and Figure 3 reveal the encryption latency
for the two hybrid implementations SRAM-Flash and
SRAM-GF, respectively. As can be seen from Figure 2,
the hybrid latencies are even longer than that of
the pure SRAM-LUT or Flash-LUT implementation.
These increases in encryption latency are caused by
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Figure 3. Encryption latency for hybrid SRAM-GF S-box.

Clock Cycles for Encryption
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the comparison and branch instructions to identify
reading the S-box table from SRAM or Flash mem-
ory. In contrast, the hybrid SRAM-GF implementa-
tion shows the decrease in latency when scaling up
the number of S-box elements on SRAM. However,
the latencies are still much higher than that for the
SRAM-LUT implementation.

5.2 Memory usage and energy consumption
discussion

In this section we evaluate the memory footprint for
each implementation in both SRAM and Flash memory.
For the Flash memory footprint, we measure the size of
output hex file used to flashed to the microprocessor.
It is noted that this size of footprint also includes the
source code for other functions, such as the LCD driver,
the SPI functions, the Timer functions, and so on. For
the SRAM memory, we only count the footprint for the
lookup tables such as the S-box table or T-tables. It is
noted that except the footprint for lookup tables, SRAM
memory is also used to store the expanded key table,
local variables, and other data arrays.

Table 1T
MEeMORY USAGE

Implementation | SRAM usage (bytes) | Flash usage (bytes)
SRAM-LUT 256 53045
Flash-LUT 0 53135
T-SRAM 4096 75312
T-Flash 0 75201
TO-SRAM 1024 58077
T0-Flash 0 57950
GF-based 0 53773
SRAM-Flash X 53196
SRAM-GF X 54538

Table II shows the SRAM and Flash memory us-
age for each SM4 encryption implementation. As can
be seen from the table, T-Table-SRAM consumed the
largest number of bytes in SRAM, while all Flash
implementations did not use any SRAM byte for lookup
tables. The T0-Table-SRAM implementation consumed

less both SRAM and Flash memory, compared to T-
Table-SRAM. However, it had a longer encryption la-
tency at 2444 clock cycles comared to 2080 cycles
for T-Table-SRAM. Table I and Table II also indicate
that Flash-LUT was better than GF-based implementa-
tion in terms of Flash usage and encryption latency,
while their SRAM usage are the same at zero byte.
Table II also reveals that SRAM-Flash and SRAM-
GF hybrid implementation consumed more Flash and
SRAM footprint, while its encryption latency is much
longer, than Flash-LUT. The ‘X’ value in the “SRAM
usage” column is the number of bytes stored in SRAM
for the S-box table (256 > X > 0), thus providing
finer granularity in balancing memory allocation and
performance trade-offs.

Table IIT
LATENCY AND MEMORY USAGE COMPARISON

Algorithm MCU Method Latency
(Clocks)
Lookup-table 659
Lookup-table 3584
Lookup-table 3280

Lookup-table 2738

AES128 ECB [13] | ARM Cortex-M3 (72 MHz)
ARIA-128 [15] ARM Cortex-M3 (48 MHz)
SM4 [6] 8-bit AVR (16 MHz)

SM4 (Ours) ARM Cortex-M3 (72 MHz)

5.3 Comparison

In order to evaluate the efficiency of different crypto-
graphic algorithms on resource-constrained embedded
platforms, a comparison of representative software im-
plementations reported in previous studies is presented
in Table III. The table summarizes the key performance
indicator, which is the number of clock cycles required
per encryption block. This metric provides an overview
of the computational cost of widely used symmetric
encryption algorithms when implemented on typical
microcontroller architectures such as the ARM Cortex-
M3 and AVR platforms.

As shown in Table III, different cryptographic al-
gorithms exhibit distinct performance characteristics
depending on both the algorithmic structure and the
underlying hardware architecture. The AES-128 imple-
mentation on the Cortex-M3 [13] achieves relatively
high efficiency due to the use of lookup-table optimiza-
tions, resulting in a low number of clock cycles per
processed byte. In contrast, the ARIA-128 implemen-
tation [15] demonstrates a significantly higher compu-
tational cost, reflecting the complexity of its internal
transformations when implemented in software.

The SM4 implementation on an 8-bit AVR microcon-
troller [6] presents a different scenario. Although the
reported cycle count per byte appears competitive, the
overall throughput is inherently limited by the lower
computational capability and narrower data width of
the AVR architecture compared to the 32-bit ARM
Cortex-M3 in our implementation. Nevertheless, the
results indicate that SM4 can still be implemented effec-
tively on highly constrained devices when appropriate
optimization techniques are applied.

Overall, the comparative evaluation highlights the
importance of considering both algorithm design and
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hardware characteristics when implementing crypto-
graphic primitives in embedded systems. Achieving
an optimal balance between computational efficiency
and memory consumption is essential, particularly for
Internet-of-Things (IoT) devices and other resource-
limited platforms where both processing power and
memory capacity are restricted.

5.4 Discussion

Since the energy consumption of a microcontroller
can be approximated as E = P x T, and the power P
remains relatively stable under fixed operating condi-
tions, the energy consumption is largely proportional
to execution time T (or cycle count). Therefore, the
measured encryption latency provides a reasonable
proxy for comparing the relative energy efficiency
of different implementations. Based on this analysis,
implementations with lower execution time (e.g., T-
table in SRAM) are expected to consume less en-
ergy, while computation-heavy approaches such as GF-
based S-box incur higher energy cost despite reduced
memory usage.

As can be seen from Figure 2, hybrid implementa-
tions do not achieve the lowest latency compared to the
pure LUT-SRAM or LUT-Flash approaches. However,
the primary objective of the hybrid designs is not to
maximize performance, but to provide a flexible trade-
off between memory usage and execution time for
resource-constrained embedded systems. Specifically,
the SRAM-Flash hybrid reduces SRAM consumption
by partially storing lookup tables in Flash, at the cost
of a significant increase in latency. For instance, a
hybrid S-box configuration that allocates 120 bytes in
SRAM and 136 bytes in Flash results in approximately
a 100% increase in encryption latency compared to the
LUT-SRAM implementation. Despite this performance
degradation, such a configuration is advantageous for
microcontrollers with highly constrained memory re-
sources. In these scenarios, fully storing lookup tables
entirely in SRAM or entirely in Flash may be impracti-
cal, and the hybrid approach provides a viable compro-
mise between memory footprint and execution time.

Similarly, the SRAM-GF hybrid significantly reduces
memory footprint by replacing part of the lookup oper-
ations with on-the-fly GF-based computation. Although
this introduces much computational overhead as in
Figure 3, it provides an alternative design point for
systems where memory constraints are more critical
than execution speed.

We can see from Table I that the GF-based implemen-
tation exhibits significantly higher latency compared to
LUT-based and T-table approaches, and therefore is not
suitable for performance-critical applications. However,
the purpose of including the GF-based method in this
study is not to compete with high-performance imple-
mentations, but to provide a memory-minimal baseline
for SM4 realization on resource-constrained platforms.

In particular, the GF-based approach eliminates the
need for lookup tables, thereby achieving near-zero
SRAM usage and reduced memory footprint. This char-
acteristic is valuable for ultra-constrained embedded

systems, where even small lookup tables may not be
affordable, or in scenarios where minimizing memory
usage or avoiding table-based implementations is desir-
able (e.g., for improved resistance to certain memory-
based side-channel attacks). Furthermore, the GF-based
implementation serves as a key component in the pro-
posed hybrid SRAM-GF design, where partial substitu-
tion is computed on-the-fly to reduce memory require-
ments while maintaining acceptable performance.

After the evaluation for the SM4 implementations
on the STM32 microprocessor, we make the following
suggestions:

e Using T-Table-SRAM implementation when the
application requires very high SM4 encryption
throughput and there is much SRAM and Flash
memory footprint available.

 Using T0-Table-Flash implementation when the ap-
plication requires high SM4 encryption throughput
and there is much Flash but limited SRAM mem-
ory footprint available.

o Using SRAM-LUT implementation when the appli-
cation requires high SM4 encryption throughput
and there is limited SRAM and Flash memory
footprint available.

o Using Flash-LUT implementation when the ap-
plication does not requires high SM4 encryption
throughput and there is limited SRAM and Flash
memory footprint available.

o Not using GF-based implementation when the ap-
plication requires low SM4 encryption latency.

6 CONCLUSION

This paper presented a comprehensive performance
and memory evaluation of the SM4 block cipher on
ARM Cortex-M microcontrollers, focusing on the trade-
offs among three different implementation methods:
lookup-table-based substitution, T-table optimization,
and Galois Field (GF)-based S-box computation. Exper-
imental results obtained from the STM32F103 platform
demonstrated that the T-table implementation stored
in SRAM provides the highest encryption throughput,
owing to reduced memory access latency and merged
substitution-transformation operations. However, this
method incurs substantial SRAM usage, making it less
suitable for systems with tight memory budgets.In
contrast, the GF-based implementation achieves the
smallest SRAM and Flash footprint, yet its runtime
performance is limited by the computational overhead
of field arithmetic. The standard S-box lookup approach
offers a middle ground, achieving moderate perfor-
mance with predictable memory use, depending on
whether the table is placed in Flash or SRAM.
Through systematic benchmarking and analysis, we
have highlighted the intrinsic trade-off between com-
putational speed and memory utilization when imple-
menting SM4 in resource-constrained embedded sys-
tems.This study provides practical design guidelines
for selecting appropriate implementation strategies ac-
cording to hardware resources and real-time encryption
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requirements. In particular, applications prioritizing
low latency, such as secure communication protocols
or real-time data protection, benefit from SRAM-based
T-tables, while memory-critical environments, such as
sensor nodes or IoT endpoints, should consider Flash-
LUT, GF-based computation or hybrid approaches.

Future work will extend this investigation along sev-
eral directions. First, power consumption and energy-
per-encryption metrics will be incorporated into the
evaluation framework to quantify efficiency for battery-
powered devices. Second, side-channel resistance and
timing-attack mitigation techniques will be investi-
gated, particularly for table-based and hybrid im-
plementations. These extensions will contribute to a
deeper understanding of the trade-offs among perfor-
mance, memory, and security in practical SM4 deploy-
ments for embedded cryptographic systems.
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